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1 Introduction

This document is a step-by-step description for configuring XKEK Key Domains with a SmartCard-HSM 4K.

2 Prerequisite

2.1 Installing Software

You need to install the Smart Card Shell at least in version 3.16 available from www.openscdp.org/scsh3.

2.2 Starting the Smart Card Shell

Start the Smart Card Shell and select a workspace directory. This can be any folder on your system, for
example the workspace folder from the SmartCard-HSM Starterkit.

Flease select your workspace directory or initial configuration script.

Wwhen selecting a configuration script, then the werkspace is determined
by the directory location of the script.

|fhumefascftmpfhnwtufsmartcardhsm-wurkspace|v|| Browse...

[JUse this as the default and do not ask again.
[]Allow selection of a configuration script

Run the KeyManager with "File/Key Manager (CTRL+M)".
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File Edit Options Help

[J SmartCard-HSM (DECCO401002]
[ user PIN authenticated {9000}
[} 50 PIN not verified, 15 tries remaining (63CF}

=y

Funning setup script config.js ...

Smart Card Shell Seripting Engine {(sedpdj) 2.17.365

o} 2005-2016 CardContact Systems GmbH, Minden, Germany (wew.cardcontact.de)
Enter 'help' for a command overview or 'guit' to close the shell

=load ("keymanagerskeymanager, js");

SmartCard-HSM Wersion 3.4 on JCOP 3 Free memory S5748 byte
Issuer @ CWC 1d-SC-HSM DICA CAR=DESRCACCIOD00] CHR=DEDICCEADEOOL CED=22. Okt
Device : CVC 1d-5C-HSM Device CAR=DEDICCEAG0001 CHR=DECCOAGLEC200000 CED=1%9.

Flease right-click on nodes in the outline to see possible actions.

“|For most operations you will need to authenticate first using a
Amechanism from the User PIM context menu.

=Initializing, please walt...
Initializing complete

g Kl I I D

Shell LTrace LTasks |

The shell shows some status information of the device, in particular the device id (here DECC0401002).
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3 Setting up a XKEK Key Domain

3.1

Initialize Device for using Key Domains

During SmartCard-HSM initialization you will need to specify how many key domains you want to configure.
Select "Initialize Device" from the context menu attached to the "SmartCard-HSM" node in the outline.

File Edit Options Help

] smartCard-HsM (DE.C.COQOI Inltialize Device I.
D User FIN not verified, 3 { Create DKEK Share

[ 50 FIN not verified, 15 t Export Device ID

J[Funning setup script config.js ...
|Smart Card Shell Scripting Engine (scdpdj) 3.17.365

(o) 2005-2016 CardContact Systems GmbH, Minden, Germany {www.cardcontact.de)
|Enter *help' for a command overview or 'quit’ to close the shell

=load ("keymanagerskeymanager. js"J;

|SmartCard-HSM Version 3.4 on JCOP 3
|Issuer :
JDevice :
|Please right-click on nodes in the outline to see possible actions.
|For most operations you will need to authenticate first using a
‘|Imechanism from the User PIN context menu.

=

Free memory 55895 byte
CWC 1d-9C-HSM DICA CAR=DESRCACC1O0001 CHR=DEDICCO400001 CED=2Z, Oktob
CWC id-SC-HSM Device CAR=DEDICCOA0000] CHR=DECCO40100200000 CED=19. A

1N 1] | [»

Shell LTrace LTasks |

Continue to the "Select Device Key Encryption Scheme" and select "Key Domains.

K

File Edit Options Help

h

[ SmartCard-HSM (DECCO401002)
[7 user PIN not verified, 3 tries remaining (63C3)
[ 50 PIN ng iR

nfiguration Option

Select Device Key Encryption scheme

|v|

| |Punning setup script config.js ...
smart card shell Scripting Engine (scdpdjl 3.17.365

{c) 2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontact.de]

|Key Domains
—..-_

Enter 'help' for a command overview or 'quit' to close the shell
=load ("keymanager/keymanager. js"1;

SmartCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte
Issuer @ CWC id-SC-HSM DICA CAR=DESRCACCLO000L CHR=DEDICCO400001 CED=22. Oktob
Device : CYC id-SC-HSM Device CAR=DEDICCE400001 CHR=DECCE4G100200000 CED=19. A
Flease right-click on nodes in the outline to see possible actions.
For most operations you will need to authenticate first using a
mechanism from the User PIN context menu.

=1

1« il D

Shell LTrace LTasks |
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On the next dialog confirm 1 key domain. The device is initialized and shows one key domain slot that is not

yet created.

File Edit Options Help

Card Shell

[J smartCard-HSM (DECCO401002)
[y user FIN authenticated (9000)
[ 50 FIN not verified, 15 tries remaining (63CF)
D|Key domain 0 not created| ‘

|Punning setup script config. js ...

lsmart card Shell Scripting Engine (scdpdjl 3.17.365

(¢} 2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontact.ded
|Enter *help' for a command overview or 'quit’ to close the shell

=load ("keymanagerskeymanager. js"1;
|snartcard-HeM version 3.4 on JcOF 3 Free memory S5395 byte

|Tssuer @ CWC id-SC-HSM DICA CAR=DESRCACC1O0001 CHR=DEDICCO400001 CED=2Z. Oktob
|Dewice : CWC 1d-SC-HSM Dewice CAR=DEDICCOA00CGL CHR=DECCCE40100200000 CED=19. A

|Please right-click on nodes in the outline to see possible actions.
|For most operations you will need to authenticate first using a
:|\mechanism from the User PIN context menu.

|=Initializing, please wait...

|Initializing complete

K 1l [ [»

Shell LTrace LTasks |

You can create up to 255 key domains and each one can be either a DKEK or XKEK key domain.

3.2 Create the Group Signer

The Group Signer is the certification instance that issues Key Domain Membership certificates for members
of the key domain group. The signer is an ECDSA key on the brainpoolP256r1 curve. It can be created on
any SmartCard-HSM. For demonstration purpose we create the key on the same device, using "Generate
ECC key" from the SmartCard-HSM context menu. Choose "brainpoolP256r1" and a label "Group Signer".
Leave algorithms empty or enter "70" for ECDSA.

If you now open the AT-CVREQ structure with the newly generated public key, then you can see the Public
Point y 86, which starts with '0462AEAQ'. The 32 bytes following the '04' (the x-coordinate of the public point)
are the key domain UID that uniquely identifies the group signer and a key domain instance on a SmartCard-

HSM.
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File Edit Options Help

] SmartCard-HSM (DECCO401002)
[ User FIN authenticated (9000}
[ 50 FIM not verified, 15 tries remaining (63CF)
[ key domain 0 not created
¢ —+ Group Signer{1]
[} Subject Key Identifier F778F309EEB3FEE6EDAAISIDLCSDCOSAFSIACEED
? AT-CWREQ CAR=DECCO40100200000 CHR=DECCO40100200000 oCAR=DECC(
¢ [J Authenticated CWi Regquest 67 [ APPLICATION 7 ] IMPLICIT SEQUENCE
¢ [J o Certificate 7F21 [ APPLICATION 33 | IMPLICIT SEQUENCE
¢ [ Certificate Body 7F4E [ APPLICATION 78 ] IMPLICIT SEQUENCE
D Certificate Profile Indicator 5F29 [ APFLICATION 41 ] 00
D Certification Authority Reference 42 [ APPLICATION 2 1 44454343
¢ [ Public Key 7F49 [ APPLICATION 73 ] IMPLICIT SEQUENCE
D OBJECT IDENTIFIER = { id-TA-ECOSA-SHA-255 |
D PrimeModulus 81 [ CONTEXT 1 | ASFES7DBALEEASBCIESS0A
D First coefficient a/Exponent 82 [ CONTEXT 2 | 7D5A087SFC2C
D Second coefficient b 83 [ CONTEXT 3 ] 28DCSCECES4AABIAF
[y Base Point G 84 [ CONTEXT 4 | 048EBD2AERSCETESTCRE2CAR

D Public Point v 86 [ COMTEXT & | 0462AEADEDESABFOSFL2FOE

[ Cofactor f 87 [ CONTEXT 7 | 01

[C4 rartifirats Holdsr Befaranes SE20 [ ABRLICATIORN 32 1 44454342
[}

[} order of the base point 85 [ COMTEXT 5 | AOFES7DBALEEASE |

J|Funning setup script config.js ...

Smart Card Shell Scripting Engine (scdpdj) 3.17.365
(e} 2005-2016 CardContact Systems GmbH, Minden, Germa
“|[Enter 'help' for a command overview or 'guit’ to closg

=load{"keymanager/keymanager. js"J;

|SmartCard-HSM Yersion 3.4 on JCOP 3 Free memo
“|Issuer : CWC id-SC-HSM DICA CAR=DESRCACCIO0081 CHR=DED
Device : CVC id-SC-HSM Device CAR=DEDICCO400001 CHR=DH
Flease right-click on nodes in the outline to see posg
For most operations you will need to authenticate firg
mechanism from the User FIM context menu.
=Initializing, please wait...

Initializing complete

Generating key can take up to 80 seconds, please wait
‘|key generated

=7 I
Shell LTrace LTasks |

3.3 Adding a Device to the Group

To add a SmartCard-HSM to the group controlled by the grou
must be certified in a Key Domain Membership (KDM) certific
export the Device ID of the SmartCard-HSM you want to add.

p signer, the device authentication public key
ate. In order to do that, you will first need to
The data written to the file is actually a

concatenation of the device certificate and the device issuer's CA certificate. Choose "Export Device ID" from
the context menu and save with the file name proposed in the dialog.

K

File Edit Options Help

[ 3

(7 SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[ 50 PIN ng - e

[ key dom
o =& Group Si

|Funning setup script

Enter file name for device id

config.js ...

Engine (scdpdjl 3.17.365

. Minden, Germany {(www.cardcontact.de)
t'guit' to close the shell

|fh0rnefaScfsharefprojectSMorkspace_scsthECC()alOl00200000.id|

| Browse... |

AFor most operations v
mechanism from the Us
=Initializing, please
Initializing complete
Generating key can ta
key generated

Free memory 85896 byte
CC100001 CHR=DEDICCR400001 CED=2Z, Oktober|
CCO400001 CHR=DECCO40100200000 CED=1%. Aug
outline to see possible actions.
ou will need to authenticate first using a
er FIN context menu.
wait, ..

ke up to 60 seconds, please wait...

(]

Shell LTrace LTasks |
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Next you will need to issue the KDM for the device. Right-click on the AT-CVREQ node under the group
signer and select "Group Signer Operations".

File Edit Options Help

[ smartCard-HSM (DECC0401002) ) Running setup script config.js ...
[} user PIN authenticated (9000}
[} 50 PIN not verified, 15 tries remaining (63CF)
[ key domain 0 not created
¢ = Group Signer(l]
[3 Subject Key Identifier: F778F3D9EES3FE66EDAAS
o [ AT-CVREQ CARS o

mart Card Shell Scripting Engine (scdpdj) 3.17.385

c} 2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontact.de)
nter 'help' for a command overview or 'quit' to close the shell

load {"keymanager/keymanager. js"J;
Export Public Key ! ! ! e

Group Signer Operations
Derive XKEK
Import Certificate | |\ T L T T T T T

Export Certificate lease right-click on nodes in the outline to see possible actiaons.
Dump Certificate or most operations you will need to authenticate first using a

martCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte

enerating key can take up to 60 seconds, please wait...
ey generated

¢ CWC 1d-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCO400001 CED=22. Oktober
¢ CWC 1d-SC-HSM Device CAR=DEDICCE400001 CHR=DECCO40100200000 CED=15. Aug

evice Id exported to shomesasc/sharesprojects/workspace_scsh/DECCO40100200000, 1

T i

4] Il D Shell | Trace | Tasks |

You can now select, if you want to issue a KDM for a device with version less than 3.4 or above.

= v

File Edit Options Help

After "OK" you are prompted for the file containing the device id of the device you want to add.

(c) 2020 CardContact Systems GmbH Limited Release

[ SmartCard-HSM (DECCO401002) : Running setup script config.js ...
[ User PIN authenticated (9000} i o ) )
[ 50 PiN n preoiiaguiiiaaus B e T e e T
[ key dom 005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontact.de)
¢ %O:Sb?; Select signature format help' for a command overview or 'gquit' to close the shell
o [§ AT |Static key domain membership {>=3.4) |v| {"keymanager/keymanager. js"1;
ard-HSM Yersion 3.4 on JCOP 3 Free memory 85896 byte
r i CVC id-SC-HSM DICA CAR=DESRCACCLOG081 CHR=DEDICCO4@80081 CED=22, Oktober
B i CWC 1d-SC-HSM Device CAR=DEDICCE4GG001 CHR=DECCEACLG0200000 CED=19. Aug
mge right-click on nodes in the outline to see possible actions.
JFor most operations you will need to authenticate first using a
enerating key can take up to 60 seconds, please wait...
ey generated
evice Id exported to shomesasc/sharesprojects/workspace_scsh/DECCO40100200000, 1
1« il D
4] Il [v|:l_shell | Trace | Tasks |

9/19
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K
File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}

| |[Funning setup script config.js ...

: Smart Card Shell Scripting

[} 50 PIN ng ; _ Engine (scdpdjl 3.17.365
Configuration Option BT T TTTTTTTTmmmmmommmmmommmmmommmmeees
[ key dom -0 nigUration Uption e ems GmbH, Minden, Germany (www.cardcontact.de)
¢~ Group Si arview or 'quit' to close the shell

D Sub] Enter file name for device id

o [§ AT |:fsharefprojectsMorkSpace_scSthECCOdOl00200000.id| | Browse... | i

COP 3 Free memory 85896 byte

R=DESRCACCLGB001 CHR=DEDICCB4GGAGL CED=22. Oktober

CAR=DEDICCE40000]1 CHR=DECCE40100200000 CED=15. Aug
5 1n the outline to see possible actions.
AFor most cherations you will need to authenticate first using a
“|mechanism from the User PIN context menu.
|=Initializing, please wait...
‘|Initializing complete
‘|Generating key can take up to 60 seconds, please walt...
‘|Key generated
ADevice Id exported to shomesasc/share/projects/workspace_scsh/DECCE40100200000, 1

[ I D
4] Il [v|:l_shell | Trace | Tasks |

The script will now ask, if you really want to add that device to the key domain controlled by the selected
group signer. You can see that the key domain UID matches the public key of the group signer.

i
File Edit Options Help
[ SmartCard-HSM (DECCO401002) |4 Running setup script config.js ...

[y User PIN authenticated (9000)

[ 50 PIN not verified, 15 tries remaining (53CF) ||Emart Card Shell Seripting Engine (scdpdj) 3.17.365

[ key domain 0 not created {c) 2005-2016 CardContact Systems GmbH., Minden, Germany {www.cardeontact.de)

o = Group Signer(l AEnter 'help' for a command overview or 'guit' to close the shell

Configuration Option

Add device DECC040100200000 to key domain 62AEAOED3I9ABFO9F12FOEE1FC2BB3ISEFACADCSES1677BBAA29F9SDESDAYL70EC {Cancel for No) ?

T T|Fer mest aperations yau will need fo authenticate firstusinga ||

“Imechanism from the User PIM context menu.
|=Initialilgng, please wait. ..

Initializing complete

J|Generating key can take up to 80 seconds, please wait...
i|key generated

|Device Id exported to shomesascssharesprojects/sworkspace_scsh/DECCO4G1002080000, 1

4] Ii [»
[ i [v| il _shen [ Trace | Tasks |

The script automatically writes a file with extension ".kdm" in the workspace (here DECC040100200000-
62AEAOED39ABF09F12F9EE1FC2BB35EFACADCS5ES51677BBA429F95DESDA9170EC.kdm).

Now you can create the key domain instance for that device in the key domain slot allocated during
initialization. Right click on the key domain entry and select "Create XKEK Key Domain".

(c) 2020 CardContact Systems GmbH Limited Release 10/19
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File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[} 50 PIN not verified, 15 tries remaining (63CF)
[} key domain 0 not ¢

|Funning setup script config.js ...

“|smart card shell Scripting Engine (scdpdjl 3.17.365
|[lc) 2085-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontact.de)
¢~ Group Signer{l)} ;|Enter 'help' for a command overview or 'quit’ to close the shell
[ subject Key Ide | SELE )
o [ AT-CYREQ CAR=DECC040100200000 CHR=DECCO4 [*102d{"keynanager/keynanager. js");

‘|lsmartCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte

ATssuer : CWC 1id-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCE400001 CED=2Z, Oktober
J|Device @ CVC 1d-SC-HSM Device CAR=DEDICCO400001 CHR=DECCO4G100200000 CED=19. Aug
:|Please right-click on nodes in the outline to see possible actions.

“|For most operations you will need to authenticate first using a

‘|mechanism from the User PIN context menu.

|=Initializing, please wait...

‘|Initializing complete

‘|Generating key can take up to 60 seconds, please walt...

‘|Key generated

ADevice Id exported to shomesasc/share/projects/workspace_scsh/DECCE40100200000, 1
Input : 54 G0 8C 3F 76 EE 71 SF OF 95 19 53 23 8B CD 76 OF 2C 00 4C ED 66 A4 OB
\Key Domain Membership written to shomesasc/share/projects/workspace_scsh/DECCE4E

Create DKEK Key Domain
Create XKEK Key Domain

KNl I D
4] Il [v|:l_shell | Trace | Tasks |

In the next step you need to select the .kdm file that contains the key domain membership certificate issued
by the group signer.

K
File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}

[y 50 FIN rip Smart Card Shell Scripting Engine (scdpdj) 3.17.385
[ key dom

ﬁ Configuration Option e
¢ ¢ Group Si

[ subj Enter name for file containing key domain membership

Funning setup script config.js ...

. Minden, Germany {(www.cardcontact.de)
t'guit' to close the shell

o [ AT |12F9EE1FC2EIEISSEFAC4DC5E516??BBA429F95DE5DA91?0EC.kdm| | Browse... |

Free memory 85896 byte
C£100001 CHR=DEDICCO4080G1 CED=22. Cktober
CCO400001 CHR=DECCO40100200000 CED=1%. Aug
outline to see possible actions.
“JFor most operations you will need to authenticate first using a
mechanism from the User PIN context menu.
=Initializing, please wa.t. og
Initializing complete
Generating key can take up to 80 seconds, please wait...
key generated
Device Id exported to shomesasc/share/projects/workspace_scsh/DECCE40100200000, 1
Input : 54 G0 8C 3F 76 EE 71 SF OF 95 19 53 23 8B CD 76 OF 2C 00 4C ED 66 A4 OB
Key Domain Membership written to /homesasc/share/projects/workspace_scsh/DECCE4Q

] i [»
Shell LTrace LTasks |

q] i

After pressing "OK" the key domain instance is created. You can again see the key domain UID shown on
the node.

(c) 2020 CardContact Systems GmbH Limited Release 11/19
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File Edit Options Help

3 SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[} 50 PIN not verified, 15 tries remaining (63CF)
D |}(KEK with KCW 0000000000000000 in key domain 62AEATIED 394
¢ = Group Signer(l]
D Subject Key Identifier: F778F309EES3FE66EDALIS1ID1CSDCT
o AT-CVRED CAR=DECCO40100200000 CHR=DECCO401002000

4
¥

Funning setup script config.js ...

Smart Card Shell Scripting Engine (scdpdj) 3.17.385
{c) 2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontag
Enter 'help' for a command overview or 'quit’ to close the shell

=load ("keymanager/keymanager, js"};

SmartCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte
Issuer : CYC 1d-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCE4G0001 CED=23
Device : CYC 1d-SC-HSM Device CAR=DEDICCE400001 CHR=DECCE4G100200000 CH
FPlease right-click on nodes in the outline to see possible actions.

For most operations you will need to authenticate first using a
mechanism from the User PIN context menu.

=Initializing, please wait...

Initializing complete

Generating key can take up to 80 seconds, please wait...

key generated

Device Id exported to /homesasc/sharesprojects/workspace_scsh/DECCO401G
Input : 54 G0 8C 3F 76 EE 71 5F OF 95 19 53 23 8B CD 76 OF 2C 09 4C ED
Key Domain Membership written to shomesasc/share/projects/workspace_scs

q] i

(]

Shell LTrace LTasks |

Now that we have created a XKEK Key Domain, we
key domain and select "Generate AES Key".

can start generating keys in it. Let's right-click on the

File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[ 50 PIN ot verified, 15 tries remaining (63CF)

|[Funning setup script config.js ...

Smart Card Shell Scripting Engine (scdpdjl 3.17.365

[ ¥KEK with KCW 0000000000000000) ' .
¢ = Group Signer(1} Generate RS5A Key

2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcontag
er 'help' for a command overview or 'gquit' to close the shell

[ subject Key Identifier: F775F3pg Generate ECC Key

o [§ AT-CVREQ CAR=DECC04010020( GERErate AESKey )
Create Exchange Key

Associate XKEK Key Domai
Delete Key Encryption Key
Delete Key Domain

ad {"keymanager/keymanager, js"};

rtCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte

M ler . cvC id-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCO400001 CED=23
Lee @ CVC 1d-SC-HSM Device CAR=DEDICCO400001 CHR=DECCO40100200000 CH
fJFtease right-click on nodes in the outline to see possible actions.

AFor most operations you will need to authenticate first using a

mechanism from the User PIN context menu.

=Initializing, please wait...

Initializing complete

Generating key can take up to 80 seconds, please wait...

key generated

Device Id exported to /homesasc/sharesprojects/workspace_scsh/DECCO401G
Input : 54 G0 8C 3F 76 EE 71 5F OF 95 19 53 23 8B CD 76 OF 2C 09 4C ED
Key Domain Membership written to shomesasc/share/projects/workspace_scs

q] i

(]

Shell LTrace LTasks |

For the new key we select "WRAP" to allow exporting the key from the key domain.

(c) 2020 CardContact Systems GmbH Limit

ed Release
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K

File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}

[} 50 PIN npj=uasias =
D WKEK wit n Configuration Optian
— .
? cregd _SI Possible algorithms for AES key
[ subje
o [{ AT & CBC-ENC{10}

& CBC-DEC{11})

& WRAP{92)

@& REPLACE({94)

& DERIVE_SP800_56C{99)

4 Funning setup script config.js ...

ASmart card Shell Scripting Engine (scdpdjl 3.17.365

Enter as comma separated list of hexadecimal codes or names

rdContact Systems GmbH, Minden, Germany (www.cardcontag
3 command overview or 'quit' to close the shell

r/keymanager. js");

rsion 3.4 on JCOP 3 Free memory 85896 byte
SC-HSEM DICA CAR=DESRCACCIOG001 CHR=DEDICCR400001 CED=23
SC-HSM Device CAR=DEDICCO400001 CHR=DECCO40100200000 CH

ck on nodes in the outline to see possible actions.

DERIVE_SPBO0_56C, WRAP|

ons you will need to authenticate first using a
| e User PIN context menu.

_mmd to shomesasc/share/projects workspace_scsh/DECCR4E1G

llease wait...
plete
an take up to 80 seconds, please wait...

Input : 54 G0 8C 3F 76 EE 71 5F OF 95 19 53 23 8B CD 76 OF 2C 09 4C ED
Key Domain Membership written to shomesasc/share/projects/workspace_scs

q] i

q] i

Shell LTrace LTasks |

The new key is shown as a member of the key domain. It can be used just like any other key. It shows up

normally in PKCS#11 or the Java Key Store.

File Edit Options Help

3 SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
D S0 PIM not verified, 15 tries remaining (53CF)
¢ CI¥KEK with KCWV 0000000000000000 in key domain §24EAQED 3G
¢ = AES-Key(2)
[ subject Key Identifier: 02
[ algarithms: DERIVE_SPE00_S56C, WRAF,
¢ = Group Signer(l] ‘
D Subject Key Identifier: F778F309EES3FE66EDAAISIDICSDC
o AT-CWREQ CAR=DECCD40100200000 CHR=DECC040100200

Y

lsmart card shell Scripting Engine (scdpdj) 3.17.385

Funning setup script config.js ...

[+

{c) 2005-2016 CardContact Systems GmbH, Minden, Germany (www.cardcond
Enter 'help' for a command overview or 'quit’ to close the shell

=load ("keymanager/keymanager, js"};

SmartCard-HSM Version 3.4 on JCOP 3 Free memory 85896 byte
Issuer @ CYC 1d-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCE400001 CEDH
Device : CYC 1id-SC-HSM Device CAR=DEDICCO400001 CHR=DECCE40100200000
FPlease right-click on nodes in the outline to see possible actions.
For most operations you will need to authenticate first using a
mechanism from the User PIN context menu.

=Initializing, please wait...

Initializing complete

Generating key can take up to 80 seconds, please wait...

key generated

Device Id exported to shomesasc/share/projects/workspace_scsh/DECCO4
Input : 54 G0 8C 3F 76 EE 71 5F OF 95 19 53 23 8B CD 76 OF 3C 09 4C H
Key Domain Membership written to shomesasc/share/projects/workspace_
Generating key can take up to 80 seconds, please wait...

key generated

[4]

q] i

<] i [ [

Shell LTrace LTasks |

The KCV of 00..00 indicates that currently no XKEK is present to wrap or unwrap keys.
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4 Migrating Keys in a XKEK Key Domain

Now that we have created a XKEK Key Domain and a contained AES key, we want to migrate that key to
another SmartCard-HSM that is also part of the key domain. You will need to repeat step 3.3 for each device
you would like to add.

For the purpose of this demonstration, | will use a single device. The steps are identical if you export and
import into the different devices.

For exporting a key from the key domain we first need to have a Key Encryption Key (KEK). Unlike with
DKEKSs that are imported using key shares, a XKEK is dynamically created as the result of performing a key
agreement with EC Diffie-Hellman. Both, sender and receiver must generate an EC key pair and make the
public key available to the other side. Each side then performs an ECDH operation with it's private key and
the other side's public key. The result is a shared XKEK on both side. This XKEK is then used to wrap keys
for export or to unwrap key after import.

The first step is to create the EC key pair for the key agreement operation. Choose "Generate ECC Key"
from the key domain's context menu. It is important to select the "ECDH_XKEK" algorithm (and only this
algorithm).

File Edit Options Help

[ SmartCard-HSM (DECCO401002) : Funning setup script config.js ... -
[ User FIN authenticated {9000} f - ) ) B
- ) - ASmart Card Shell Scripting Engine (scdpdjl 3.17.365
[ 50 PIN n gmasiiing oo niaic e S A it S
7 [ HKEK wit COmgUTEIED O rdContact Systems GmbH, Minden, Germany (www.cardcond
7 ¢ AESK . . a command overview or 'quit’ to close the shell
Oy st Possible algorithms for ECC key
[ Al 8 ECDSA{70} r/keymanager. js");
1 @ ECDSA_SHAL({71) A
7 Group Si ® ECDSA SHAL{72} rsion 3.4 on JCOP 3 Free memory S5896 byte
D Subje & ECDSA SHAZ256{73) SC-HSM DICA CAR=DESRCACCIOG001 CHR=DEDICCO4G00CL CEDS
o AT-CY 8 ECDSA SHA3IZ4{74) SC-HSM Device CAR=DEDICCO400001 CHR=DECCE40100200000
.ECDSA:SHA512(75)
& ECDH{20) ck on nodes in the outline to see possible actions.
8 ECDH AUTPUK{S3} ons you will need to authenticate first using a
& ECDH XKEK{31) he User PIN context menu.
® DEFAULT SIGN{AO) fease wait...
& WRAP({92) plete .
an take up to 80 seconds, please wait...
Enter as comma separated list of hexadecimal codes or names
Leave empty to allow all algorithms ed to /homesasc/share/projectsworkspace_scsh/DECCE4
3F 76 BB 71 SF OF 95 19 53 23 8B CD 76 3F 3C 09 4C H
ECDH_XKEK | Fship written to shome/asc/share/projects/workspace_
an take up to 80 seconds, please wait...
g
b I | [»]
4 I 3 race LTasks |

If you now look into the AT-CVREQ of the newly generated public key, then you can see that it contains an
extension id-key-domain-uid that indicates the key domain in which this key was generated. The id-key-
domain-uid extension is only added for ECC keys with ECDH_XKEK set in the algorithm list.

(c) 2020 CardContact Systems GmbH
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File Edit Options Help

¢ CIMKEK with KCW 0000000000000000 in key domain 62AEACEDISARFOSFL ;: Smart Card Shell Scripting Engine (scdpdj} 3.17.385 -
o & AES-Kew(2) f -
7 = Exchange Key(3) {c] 2005-2016 CardContact Systems GmbH, Minden, Germany (ww) |

[ subject Key Identifier: 9F69ACIDAECASCOSOEATS1 CAGOETSOFEGE — - [ENter 'help’ for a command overview or 'quit’ to close the

[ algorithms: ECDH_XKEK
? AT-CVRED CAR=DECCO40100200000 CHR=DECC040100200000 o
¢ [J Authenticated CVC Reguest 67 [ APPLICATION 7 | IMPLICIT SEGQ
¢ o Certificate FF21 [ APPLICATION 33 | IMPLICIT SEQUENCE
¢ [ certificate Body 7F4E [ APPLICATION 78 | IMPLICIT SEQUE
[ certificate Profile Indicator 5F29 [ APPLICATION 41 ] lease right-click on nodes in the outline to see possible
D Certification Authority Reference 42 [ APPLICATION 2 or most operations you will need to authenticate first usi
o 7 Public Key 7F49 [ APPLICATION 73 | IMPLICIT SEQUEN %Ch?tr_u?’!‘ from “1‘9 Loer FIN comtext menu.
. nitializing, please wait...
D Cer‘t|f|c.ate Holder Reference SF20 [ APPLICATION 32 nitializing complete
? [ Extension 65 [ APFLICATION 5 ] IMPLICIT SEQUENCE enerating key can take up to 60 seconds, please wait...
¢ [C373 [ APPLICATION 16 | IMPLICIT SEQUENCE ey generated
[} OBIECT IDENTIFIER = { id-key-domain-uid } evice Id exported to shomesasc/share/projects/workspace_sc
nput : 54 80 OC 3F 76 ES 71 SF OF 96 10 53 23 8B CD 76 IF
[ 80 [ CONTEXT 0 ] 82AEAQED39ABFO9F1 2F9EE] ey Domain Membership written to shomesasc/share/projects/w
[ signature 5F37 [APPLICATIC,h 55 ] 15AB140642544824) enerating key can take up to 80 seconds, please wait...
[Ty certification Authority Reference 42 [ APPLICATION 2 | 4445 ey generated :
) enerating key can take up to 80 seconds, please wait...
D Signature SF37 [ APPLICATION 535 ] 11AFFEF25870CEFELCL
¢ =& Group Signer{l)
D Subject Key Identifier: F778F309EES3FE66EDALIS1IDICSDCDSARSSA

<] i [ [v]

load {"keymanager/keymanager, js"};

martCard-HSM Version 3.4 on JCOP 3 Free memory 85
: CWC 1d-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCE4
: CWC 1d-SC-HSM Device CAR=DEDICCE400001 CHR=DECCE4D

-

| [*]
Shell LTrace LTasks |

We save the AT-CVREQ and it's certificate chain into a file using "Export Public Key".

File Edit Options Help

[ SmartCard-HSM (DECCO401002) =Smart Card Shell Scripting Engine (scdpdj} 3.17.385 -
[ User PIN authenticated (9000} f
[} 50 PIN not verified, 15 tries remaining (63CF)
¢ [CI HKEK with KCW 0000000000000000 in key domain 62AEACED3ISABFOSFL2F
o & AES-Key(2)
¢ = Exchange Key{3)
D Subject Key Identifier: SF69AC3I0AECASCOSOEATSL CABSETSOFESES
[ algorithms: ECDH_XKEK :
o AT-CVREQ CAR=DECC040100200000 CHR=DECCAAD] AR2ARAAT ~C A [
¢ % Group Signer{l} Export Public Key [ right-click on nodes in the outline to see possible
[} subject Key Identifier: F778F3D9EER3FE66H Group Signer Operations ' |r most operations you will need to authenticate first usi

o [§ AT-CVREQ CAR=DECC040100200000 CHR=0 Derive XKEK chanism from the User PIN context menu.
Import Certificate nitializing, please wait...

. itializing complete
Export Certificate nerating key can take up to 60 seconds, please wait...
Dump Certificate ¥ generated
Uevice Id exported to /homesasc/share/projects/workspace_sc
A Input ¢ 54 00 BC 3F 76 EZ 71 S5F OF 96 19 53 23 8B (D 78 3F
ey Domain Membership written to shomesasc/share/projects/w
enerating key can take up to 80 seconds, please wait...
ey generated
enerating key can take up to 80 seconds, please wait...

(] 2005-2016 CardContact Systems GmbH, Minden, Germany {
nter 'help' for a command overview or 'quit' to close the

load {"keymanager/keymanager, js"};

martCard-HSM Version 3.4 on JCOP 3 Free memory 85
ssuer : CYC 1d-SC-HSM DICA CAR=DESRCACCLO0001 CHR=DEDICCE4
i : CWC 1d-SC-HSM Device CAR=DEDICCE400001 CHR=DECCE4D

[4]

| [*]
Shell LTrace LTasks |

q] i

Having done that on both sides, we are ready to agree a XKEK. For that we choose "Derive XKEK" and
select the file containing the public key of the other side (our own public key will work as well).

As a result the XKEK node shows the Key Check Value (KCV) of the freshly agreed XKEK.
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File Edit Options Help

3 SmartCard-HSM (DECCO401002) 0030 38 57 563 68 2B DO 44 20 OF 88 BS E1 75 |a
[ User PIN authenticated (9000} g 0240 F3 M
[} 50 PIN not verified, 15 tries remaining (63CF) B?OéOEONEEXT 71 stzEC 1)

¢ CI¥KEK with KOV C238272B517311404 in key domain §2AEAQED3GABFOGFL 2F SFZ0 [ APPLICATION 32 ] SIZE( 16 )
o= & AES-Key(2) 0ooc 44 45 43 43 30 34 30 21 30 30 32 30 30 30
¢ = Exchange Key{3)

85 [ APPLICATION 5 ] IMPLICIT SEQUENCE SIZE{ 40 )
[} subject Key Identifier: SF69AC30AECASCOS0EATS] CAGSE7SOFESES 73 [ APPLICATION 18 ] IMPLICIT SEQUENCE SIZE( 4
[ algorithms: ECDH_XKEK

OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
o [AT-CWREQ CAR=DECC0401 00200000 CHR=DECCO40100200000 oCA|
¢ = Group Signer(l]

GO00 62 AE AQ ED 3% AB FO SF 12 F9
GOLG  AC 4D C5 E5 16 77 EB A4 29 FO

D Subject Key Identifier: F778F3D9EER3FE66EDALIS1DICSDCDSAFSIAL
o AT-CVREQ CAR=DECC040100200000 CHR=DECCO40100200000 oCAR=

ey

EE 1F C
50 ES D
S5F37 [ APPLICATION 55 ] SIZE( &4 )
GEEG 15 AB 14 DS 42 54 8B 24 AD 80 33 12 8F 70 7
GOLG  AY 72 5C F2 E2 47 EE 10 42 Al BF C7 B3 64 F
G020 A5 ZE 82 D1 C7 76 22 96 BA F4 CD 20 36 52 A
G020 23 ES Al ES E9 3C 7R 24 8B 90 3F B2 2D 42 2
42 [ APPLICATION 2 ] SIZE( 18 )
QOO0 44 45 43 43 30 34 30 31 30 30 32 30 30 30 30
S5F37 [ APPLICATION 55 | SIZE( &4 )

@080 11 47 FE F2 50 78 CB FEB 1C 15 @B 01 €D FF 1F
@010 75 47 44 34 27 5F EB 1C 28 15 FO 14 CA FD 04
@020 6F 0C DF CF 7E E4 60 21 E7 FE 67 B8 15 86C OF |_|
0030 35 17 20 68 B3 46 27 (6 A7 25 5C 54 5D DL AL |_

4] T | Dl

4] i Shell | Trace | Tasks |

Now that we have a XKEK, we can wrap and export our AES-Key. Select "Export Key and Certificate” on the
AES-Key node (AES keys of course don't have a certificate, so you can ignore the warning).

File Edit Options Help
[ SmartCard-HSM (DECCO401002)

0030 33 97 63 62 2B DO 44 20 SF 83 BS EL 75

| »

[ User PIN authenticated (5000) 8?0?420N52XT 7] STZE( 1 )
D S0 PIM not verified, 15 tries remaining (53CF) oEee 01

¢ I ¥KEK with KCW CBE272B517811404 in key domain 62AEADED3SABFOSFL 2F SF20 [ APPLICATION 22 ] SIZE({ 16 )

RSy e e aTTiTicata | O0E0 44 45 43 43 30 34 30 31 30 30 32 30 30 30
[ subje P 4 65 [ APPLICATION 5 | IMPLICIT SEQUEMCE SIZE{ 40
[ algor Delete Key ) 73 [ APPLICATION 19 ] IMPLICIT SEQUEMCE SIZE( 4

OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
0oo0 62 AE AD ED 3% AB FO SF 12 F9
0O10  AC 4D C5 ES 16 77 BB A4 20 F9
SF37 [ APPLICATION 55 ] SIZE( 84 )
0oos 15 AB 14 Do 42 54 AR 24 AD 80 33 12 8F 70 7
0ole AT 72 5C F2 EZ 47 EE 10 43 AL BF C7 B3 6A F
0O20 A5 3E 82 D1 C7F 76 22 95 BA F4 CD 2D 36 92 4
0030 28 BB Al ES ES 3C TR 24 8B S0 3F B2 3D 42 2
42 [ APPLICATION 2 ] SIZE({ 15 )
0oo0 44 45 43 43 30 34 30 21 30 30 32 30 30 30 30
SF37 [ APPLICATION 55 ] SIZE( 84 )

o = Euchange Key(3)
¢ = Group Signer(l]
D Subject Key Identifier: F778F309EES3FE66EDALIS1IDICSDCDSAFSIAL
o AT-CWRED CAR=DECCO40100200000 CHR=DECCO40100200000 oCAR=

EE 1F C
50 ES D

@080 11 47 FE F2 50 78 CB FEB 1C 15 @B 01 €D FF 1F
@010 75 47 44 34 27 5F EB 1C 28 15 FO 14 CA FD 04
@020 6F 0C DF CF 7E E4 60 21 E7 FE 67 B8 15 86C OF |_|
0030 35 17 20 68 B3 46 27 (6 A7 25 5C 54 5D DL AL |_

4] T | Dl

4] i Shell | Trace | Tasks |

After selecting the file name, the key is wrapped under the XKEK, exported from the device and written into
the file.

We can now delete the AES key and clear the XKEK with "Delete Key Encryption Key" from the key domain's
context menu.
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File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}

[ 50 PIN not verified, 15 tries remaining (83CF)

¢ CI¥KEK with KOV C83272B51731140
o = Euchange Key(3)
o ¢ Group Signer(l]

Generate RS5A Key
Generate ECC Key
Generate AES Key
Create Exchange Key

Associate XKEK Key Domain

F12F

Delete Key Encryption Key

Delete Key Domain

| 3

73 [ APPLICATION 15 | IMPLICIT SEQUENCE SIZE( 4
OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
0oo0 862 AE AG ED 3% AR FO
0ole AC 4D C5 ES 16 77 BB
SF37 [ APPLICATION 55 ] SIZE( 84 )
0ooo 15 AB 14 Do 42 54 AR 24 AD
0ole AT 72 5C F2 EZ 47 EE 10 43
0o20 A5 3E 92 D1 C7 76 22 95 BA
0O30 28 BB Al ES ES 3C TR 24 8B
42 [ APPLICATION 2 ] SIZE({ 15 )
0oo0 44 45 43 43 30 34 30 21 30 30 32 30 30 30 30
SF37 [ APPLICATION 55 ] SIZE( 84 )

9F 12 F2 EE 1F
Ad 29 F9 5D ES

80 33 12 8F 70
Al BF C7 B3 6A
F4 CD 20 36 92
o0 3F B2 30 42

GEEE 11 A7 FB F2 59 70 C2 FB 1C 15 0B 01 CD FF 1F
GOLG 73 AT 44 34 27 SF BB 1C 2B 15 FO 1A CA FD 04
G020 6F OC DF CF 7E E4 60 21 EV FB 67 B3 15 8C OF
G020 33 17 20 60 83 46 27 06 A7 25 5C 54 50 D1 Al

Ignoring meta data or certificate: Card (CARD_INVALID SW/27

at shomesasc/share/projects/workspace_scsh/scsh/sc-hsmy/
at shomesasc/share/projects/workspace_scsh/scsh/sc-hsmy/
at shomesasc/opts/CardContact/scsh3skeymanager/keymanage
at shomesasc/opts/CardContact/scsh3skeymanager/keymanage

‘|key exported to ‘homefasc/share/projects/workspace_scsh/AES

q

q] i

[

1 | [»

Shell LTrace LTasks |

The XKEK is cleared and the KCV is reset to 00..00

File Edit Options Help

3 SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[} 50 PIN not verified, 15 tries remaining (63CF)

? EﬂkKEKWWhKCVOOOOOOOOOOOOOOOOinkeydomah162AEAOED39ABF09F12F
o = Euchange Keyﬂ)

o ¢ Group Signer(l]

73 [ APPLICATION 15 | IMPLICIT SEQUENCE SIZE( 4
OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
0oo0 862 AE AG ED 3% AR FO
0ole AC 4D C5 ES 16 77 BB
SF37 [ APPLICATION 55 ] SIZE( 84 )
0ooo 15 AB 14 Do 42 54 AR 24 AD
0ole AT 72 5C F2 EZ 47 EE 10 43
0o20 A5 3E 92 D1 C7 76 22 95 BA
0O30 28 BB Al ES ES 3C TR 24 8B
42 [ APPLICATION 2 ] SIZE({ 15 )
0oo0 44 45 43 43 30 34 30 21 30 30 32 30 30 30 30
SF37 [ APPLICATION 55 ] SIZE( 84 )

9F 12 F2 EE 1F
Ad 29 F9 5D ES

80 33 12 8F 70
Al BF C7 B3 6A
F4 CD 20 36 92
o0 3F B2 30 42

GEEE 11 A7 FB F2 59 70 C2 FB 1C 15 0B 01 CD FF 1F
GOLG 73 AT 44 34 27 SF BB 1C 2B 15 FO 1A CA FD 04
G020 6F OC DF CF 7E E4 60 21 EV FB 67 B3 15 8C OF
G020 33 17 20 60 83 46 27 06 A7 25 5C 54 50 D1 Al

Ignoring meta data or certificate: Card (CARD_INVALID SW/27

at shomesasc/share/projects/workspace_scsh/scsh/sc-hsmy/
at shomesasc/share/projects/workspace_scsh/scsh/sc-hsmy/
at shomesasc/opts/CardContact/scsh3skeymanager/keymanage
at shomesasc/opts/CardContact/scsh3skeymanager/keymanage

‘|key exported to ‘homefasc/share/projects/workspace_scsh/AES

o

1 | [v]

[4]

q] i

Shell LTrace LTasks |

To import the key we need to repeat the XKEK key agreement using the public key of the sender in the
"Derive XKEK" function. That generates the XKEK, whose KCV is show at the node.

For importing the AES-Key you need to select "Import Key and Certificate" from the SmartCard-HSM node.
No need to select the right key domain — that is done automatically, as the wrapped key contains the KCV of

the XKEK in it's meta data.
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File Edit Options Help

[ Smartcard-HSM (DECCO40]
[} User PIN authenticated
[} 50 PIN not verified, 15t

Generate RS5A Key
Generate ECC Key
Generate AES Key

4
¥

¢ [ HKEK with KCW CB8272E5
¢ = Exchange Key{3)

[ subject Key Ident

[y algorithms: ECDH

o [{§ AT-CVREQ CAR=D

Import from PKCS#12
Initialize Device
Create DKEK Share
Export Device ID

Import Key and Certificate

ED3SABFOSF1ZF

CABOETSOFESES

0100200000 oCA|

o ¢ Group Signer(l]

0030 38 57 63 68 2B DO 44 20 OF 88 BS E1 75
oo4e F3
87 [ CONTEXT 7 ] SIZE( 1 )}
ooee Gl
SF20 [ APPLICATION 32 ] SIZE( 16 )
0ooc 44 45 43 43 30 34 30 21 30 30 32 30 30 30
65 [ APPLICATION S ] IMPLICIT SEQUEMCE SIZE( 49 )
73 [ APPLICATION 19 | IMPLICIT SEQUENCE SIZE( 4
OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
0oo0 62 AE AD ED 3% AB FO SF 12 F9
0O10  AC 4D C5 ES 16 77 BB A4 20 F9
SF37 [ APPLICATION 55 ] SIZE( 84 )
0oos 15 AB 14 Do 42 54 4B 24 AD 80 33 12
0ole AT 72 5C F2 EZ 47 EE 10 43 AL BF C7
0020 A5 3E 92 D1 CF 76 22 95 BA F4 CD 2D
0O30 28 BB Al ES ES 3C TR 24 BB S0 3F B2
42 [ APPLICATION 2 ] SIZE({ 15 )
0oo0 44 45 43 43 30 34 30 21 30 30 32 30 30 30 30
SF37 [ APPLICATION 55 ] SIZE( 84 )

EE 1F C
50 ES D

8F 70 7
B3 64 F
36 92 A
30 42 2

GEEE 11 A7 FB F2 59 70 C2 FB 1C 15 0B 01 CD FF 1F
GOLG 73 AT 44 34 27 SF BB 1C 2B 15 FO 1A CA FD 04
G020 6F OC DF CF 7E E4 60 21 EV FB 67 B3 15 8C OF
G020 33 17 20 60 83 46 27 06 A7 25 5C 54 50 D1 Al

KN

q] i

(]

1 | [»

Shell LTrace LTasks |

Et voila, the key is back in the device.

File Edit Options Help

[ SmartCard-HSM (DECCO401002)
[} user PIN authenticated (9000}
[ 50 PIN not verified, 15 tries remaining (83CF)

¢ =& AES-Key(2)
[ subjectMey identifier: 02
[y algorithms: DERIVE_SPE00_S56C,WRAP
o = Euchange Key(3)
o ¢ Group Signer(l]

¢ I ¥KEK with KCW CBE272B517811404 in key domain 62AEADED3SABFOSFL 2F

0030 38 57 63 68 2B DO 44 20 OF 88 BS E1 75
oo4e F3
87 [ CONTEXT 7 ] SIZE( 1 )}
ooee Gl
SF20 [ APPLICATION 32 ] SIZE( 16 )
0ooc 44 45 43 43 30 34 30 21 30 30 32 30 30 30
65 [ APPLICATION S ] IMPLICIT SEQUEMCE SIZE( 49 )
73 [ APPLICATION 19 | IMPLICIT SEQUENCE SIZE( 4
OBJECT IDEWTIFIER = { id-key-domain-uid }
80 [ CONTEXT @ ] SIZE{ 32 )
0oo0 62 AE AD ED 3% AB FO SF 12 F9
0O10  AC 4D C5 ES 16 77 BB A4 20 F9
SF37 [ APPLICATION 55 ] SIZE( 84 )
0oos 15 AB 14 Do 42 54 AR 24 AD 80 33 12 8F 70 7
0ole AT 72 5C F2 EZ 47 EE 10 43 AL BF C7 B3 6A F
35 52 4
a0 42 2

EE 1F C
50 ES D

G020 A5 ZE 82 D1 C7 76 22 96 BA F4 CD 2D
G020 23 ES Al ES ES 3C TR 24 8B 50 3F B2
42 [ APPLICATION 2 ] SIZE( 18 )
QOO0 44 45 43 43 30 34 30 31 30 30 32 30 30 30 30
S5F37 [ APPLICATION 55 | SIZE( &4 )

GEEE 11 A7 FB F2 59 70 C2 FB 1C 15 0B 01 CD FF 1F
GOLG 73 AT 44 34 27 SF BB 1C 2B 15 FO 1A CA FD 04
G020 6F OC DF CF 7E E4 60 21 EV FB 67 B3 15 8C OF
G020 33 17 20 60 83 46 27 06 A7 25 5C 54 50 D1 Al

q] i

(]

1 | [»

[« ]

Shell LTrace LTasks |

5 Summary

Key Domains are a powerful feature of the SmartCard-HSM to implement secure key management.

While DKEK key domains with imported key shares are easy to set-up, they put a high burden on the

organizational overhead to securely generate and control DKEK shares. If you loose control over your DKEK

shares, then confidentially of your keys is at risk. DKEK key shares allow to recover the Key Encryption Key
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that wraps your key material exported from the SmartCard-HSM.

XKEK Key Domains are different and there is a guarantee, that a key can never leave a XKEK key domain.
The Key Encryption Key is always the result of an ECDH operation and the private key can not leave the key
domain either. Effectively, there is no way to establish the XKEK outside of the SmartCard-HSM, so it is
impossible to decrypt the wrapped key material.

Implementing key backup with a XKEK Key Domain means adding a SmartCard-HSM to the key domain and
migration keys into that device. This is controlled by the group signer that you need to keep under control. If
you need to replace a broken device, just add a new device to the group and you are ready to migration key
material into that device.

As you've seen from the steps above, managing a XKEK manually is a complex task. Our suggestion is to
write key management scripts using the SmartCard-HSM. You can take a look at the key manager script
(keymanager/keymanager.js in the Smart Card Shell installation) to learn how that can be done.
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